Troubleshooting

Workshop

Half-Day Workshop - 09:00 — 12:00 - Project: RMUTSB - Partner: TorquelT



Agenda — 09:00 - 12:00

09:00 - 09:15 Intro — Troubleshooting Methodology
09:15 - 10:00 DEMO — AP lsifussuu ({faouansn)
10:00 - 10:15 WNLUIN

10:15 - 11:00 LAB 1 — Client sio WLAN laila

11:00 — 11:45 LAB 2 — Role / Policy & Dashboard
11:45 - 12:00 a3U Workshop & au-pau
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Troubleshooting Methodology
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CEGRRE)

LASa9HanRaNN Y119 Workshop

AP LED Dashboard (Web Ul) show commands (CLI)
anuztUowures AP Luulifes login ANTIUNTI9YA — AP, Clients, Applications s1ea2iB8afl Dashboard laiuans —
(booting / searching / connected) WUY real-time (meiantien) ANTULATIVOIAAE process

#1997 Dashboard Sisniiusou luly real-time 4y — duitaud config uaagilaisihan Iiseanagnouasuanme
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09:15 - 10:00 - Heausa15n

DEMO

AP lajaiuszuu

¥
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Aseudunauazantuney — Lifetaddieles



91Ud1UZAN AP LED

ATUKUY

a al v o o v
NENIULTIT 9) a4 boot — s8l9
NENIULILI-LNRBIEAU %1 DHCP #3911 controller 14ila® (searching)
a a v A o & 9 Y o P a
WYIRAAS \Weou controller d3auay — adaiilayy Aoeg SSID/VLAN unu
WASAAANG / NENSULSH error — UNAfad reset watsulva
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AP @147 “searching” (#1 Controller l3itaa)

21115: LED negnsuilen-vaadliidsuanugiiu 5 uid

# 1 Controller — 1FA31 AP 28 IP ¥IWIBHY sumginuyesiign

show ip dhcp binding

« AP [#uuRanesn — 191 VLAN vendulnglisen

+ DHCP pool w83 VLAN tudiy videgnialy

¥

« port uainggliiln (Jaeugua lwlY scope vasnasail)

# mldAn AP lusd = drymiagn VLAN/DHCP lailgen AP

show vlan
show ip interface brief
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74
11X

AP 19 IP ua2 uilidu Active

91713: show ip dhcp binding LU AP L& us show ap active laliiiu

show ap database  # winlnud1 AP aglusniuzerls

show ap allowlist # £9A19lu Allowlist 3@ Approve a%i%%al,ﬂa"]

dmAwuUaengn
« @u Approve AP lu Configuration » Access Points » Allowlist

« Country code w84 AP linsariu Controller

« 1181 (clock) we9 Controller iU AP igunusin ¥l certificate lainu

Aefidiosan: dunisida LED — dhcp binding — ap database — ap allowlist
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LAB 1

Client 19 WLAN laila

SSID Awvusaliuan usiaznuugnlalamlindedgns — mlmasudwnly client sok1u



LAB 1 - aaWsay

SSID dkuu — Auaztgynn

MAC Authentication Captive Portal

s ugnue ik wisasimsHunaulaulges woulathalulatng % Login Tiisis
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LAB 1 - 2.1 - 2.2

PSK tay MAC Authentication

PSK — waulaild / sviarugnuelsiniy

0 1A Key management #53iu client st (WPA2 vs WPA3-only)

= = o P = @ 1
e \Wieu passphrase Tuia3aariulu config — fiunAngawienling

° uALA2 Deploy changes talaadlusi

ﬁ;ﬂﬁwmﬂﬂaﬂﬁqeﬁ (MAC Authentication)

« AA:BB:CC:DD:EE:FF %58 AA-BB-CC-DD-EE-FF — 3 error ualsinund

. Aoy aabbccddeeff (Fafiusian lufidaou) wintu
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MAC Authentication — 1A329M1A2HIUNAUTAUUSES

0 1 MAC vaawsasiaaeulu Local users
e Waguuuy MAC — spadusfinidnlifide/gndu

e A1 SSID @ auth server W Internal a59luy
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LAB 1 - 2.3 - 2.4

802.1X wag Captive Portal

802.1X — Wauldtnelulgtne Captive Portal — %1 Login laitfig

0 A89A0MY userl — dunRnARTUlY

e WA Authentication server Wu Internal (laifl ClearPass)

AawdIngIle IP lusiigndesnen

Waivezlsila — aas redirect lunth login dnlusd

gl redirect A role Aaudanduaugn DNS vy

° deahldveaauiiogasauazsianseiu

= Ay ¥ b
1399917893A 29N
- insemgnYedinsasieuliiie certificate — Tunauidon “sausu/sely” la

« role wdsdonduniRn vl authentication iiuusdieenidinlails — Auazlgmiunih login ligs
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LAB 2

Role / Policy & Dashboard

Authentication NuUaD wangAnssuAIa1adslignses — Ll error Tviiiumsa 9



Policy laivingrumunagld

81M1%: 719 policy 13 guest 1WNATEUEAETULAT Uel ping HIUBER

\Un Configuration » Roles & Policies » Policies » Laan policy VIYARILDY

show rights

show netdestination
Ad1diung (rule order) — ngusniuuntdangNldass show acl brief

§ng) permit any agwilang deny wWhvang ng deny glifiTuvihau desaduddu

AUANANUUDY

BuuI1 Role M SSID Guest 14 policy AINLALAIDI 9 v A A w4 A
v - ufi policy uda3esiiseagnounmhdwhdinilowds

« role HNAU session 7ifey — Fosinudisielya fsweldleiduaign
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ladsyunnae Dashboard

Overview

Access Points

Clients

Applications (AppRF)
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Tdns2902ls

ANTINYA — 117U AP/Client 91 active nouil
AP #0983 active aglva Tiosdnyayrau/masdarinlus
wisesiireagnoutlod SSID luu role agls RSSI usauAlyu

a & qv | = Y . ] o A
wsestulduedezlseyd — Wieuiu policy Teseiuiasoygyal
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fa

I WARENINIDYUUUATUINDT

d' s S : oo &
Wetwe “Tdgmezlsdnedne” nlanmaruiliane:

AP ﬁ’aﬁ?u active v — Dashboard » Access Points %38 show ap active
Client i SSID v — dlaiviuiae Jaymogd AP laild authentication
Authentication KnunieRnduln — show user-table
15|Piuaqﬁgﬂ&éﬂ1wm-——shomxm>dhcptﬁndw@

Role Mlemsatuinmsazlulng — show user-table verbose
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ap active
user-table verbose
ip dhcp binding

ap debug client-table
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e114-FA1U

bIuAviu: AP active? wiu SSID? Auth sw? 161 IP? Role gn?
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